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ISO/IEC 27001 Foundation
2 Days (14 Hours) / exam included (1 retake for free)

ISO/IEC 27001 provides a reliable framework to protect your Information
against Cybercrime, improve Corporate Governance and recover from

security incidents.

ISO/IEC 27001:2022 Foundation training allows you to learn the basic elements to implement
and manage an Information Security Management System as specified in ISO/IEC 27001:2022.

During this training course, you will be able to understand the different modules of ISMS,
including ISMS policy, procedures, performance measurements, management commitment,

internal audit, management review and continual improvement.

After completing this course, you can sit for the exam and apply for the “PECB Certificate Holder
in ISO/IEC 27001:2022 Foundation” credential. A PECB Foundation Certificate shows that you
have understood the fundamental methodologies, requirements, framework and management

approach.

LEARNING OBJECTIVES

Describe the main information security management concepts, principles, and definitions
Explain the main ISO/IEC 27001:2022 requirements for an information security management system (ISMS)
Identify approaches, methods, and techniques used for the implementation and management of an ISMS

EDUCATIONAL APPROACH

Lecture sessions are illustrated with practical questions and examples
Practical exercises include examples and discussions
Practice tests are similar to the Certificate Exam

COURSE OUTLINE

Day 1: Introduction to Information Security Management System (ISMS) concepts as required by ISO/IEC
27001:2022

Day 2: Information Security Management System requirements and Certificate Exam

WHO SHOULD ATTEND?

Managers and consultants seeking to know more about information security
Professionals wishing to get acquainted with ISO/IEC 27001:2022 requirements for an ISMS
Individuals engaged in or responsible for information security activities in their organization
Individuals wishing to pursue a career in information security

PREREQUISITES

None

ABOUT THE EXAMINATION

Multiple Choice questions
40 questions
70% is needed to succeed (or 28 correct answers)
Duration: 40 minuten
Closed book exam
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COURSE MATERIAL/GENERAL INFORMATION

Certificate and examination fees are included in the price of the training course
Training material containing over 200 pages of information and practical examples will be distributed
In case of exam failure, you can retake the exam within 12 months for free
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